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= (54) Title: METHOD FOR BLOCKING THE USE OF A SERVICE IN A TELECOMMUNICATION SYSTEM 




3! (57) Abstract: The invention relates to a method and a system of controlling the use of a short message service in a telecommuni- 
^ cation system comprising a telecommunication network (MNS), a terminal device (MS), by which the subscriber is connected to the 

aforementioned telecommunication network (MNS), a mobile services switching center (MSC) which is connected to the aforemen- 
^ lioned telecommunication network (MNS), a gateway (GW) which is connected to the aforementioned telecommunication network 

(MNS). a short message service center (SMSC) which is connected to the aforementioned gateway (GW), a database (DB) which is 
(3 connected to the aforementioned gateway (GW). In the invention, it is checked whether a short message is among non-allowed short 
^ messages. After the checking, the accepted short messages are directed to the gateway (GW). From the gateway (GW), a query is 
^ made by a database block (2) to the database inquiring whether the subscriber is entitled to send the short message. 
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Method for blocking the use ofaserviceinatelecommunication 
system 

The present invention relates to telecommuni- 
cation technique. 
5 In particular, the invention relates to a 

method of controlling the use of a short message serv- 
ice in a telecommunication system comprising a tele- 
communication network, a terminal device, by which the 
subscriber is connected to the telecommunication net- 

10 work, a mobile services switching center which is con- 
nected to the telecommunication network, a gateway 
which is connected to the telecommunication network 
and which comprises functions connected with the 
transmission of traffic, a short message service cen- 

15 ter which is connected to the gateway, a database 
which is connected to the gateway and to which sub- 
scriber information may be saved. The method in accor- 
dance with the invention enables one to block the 
transmission of short messages sent to a certain nu- 

20 merical space, containing a certain search word as 
well as a certain information content . 

BACKGROUND OF THE INVENTION 

Mobile communication networks, such as digi- 
25 tal GSM networks (GSM, Global System for Mobile Commu- 
nications) , have become very popular in a big part of 
the world. The advantage of the mobile communication 
networks as compared to traditional fixed telephone 
networks is the air interface between the terminal de- 
30 vice and the actual network that enables a wide- 
ranging mobility. 

Since the introduction of the digital mobile 
networks, the services provided have included a short 
message service (SMS, Short Message Service) . In the 
35 short message service, the user of a mobile station 
may send a short message that contains up to 160 char- 
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acters from his/her mobile station, e.g. to another 
user of a mobile station who has got a terminal device 
capable of receiving a short message. The short mes- 
sage is transmitted in an air interface outside the 
5 actual speech time slots. This enables one to receive 
short messages, although there would be a call going 
on at the moment of receipt. 

At present, the short messages have become 
very popular among the subscribers, and the operators 

10 have developed a remarkable number of short messages 
for additional charges. This means in practice that a 
certain area is allocated from the numerical space for 
these services . Technically this means that separate 
analyses are generated in the short message service 

15 center for these numbers. Based on these analyses, the 
short messages are transmitted further on. 

The short message service has been activated 
for a certain subscriber or it has not been activated. 
At present, the transmission system of short messages 

20 does not enable the blocking of short message service 
based on the B- subscriber number or certain search 
word. 

The objective of the invention is to elimi- 
nate the problem referred to above. One specific ob- 
25 jective of the invention is to disclose a new kind of 
method and system that enable one to block the trans- 
mission of short messages addressed to a certain nu- 
merical space, containing a certain search word as 
well as a certain information content. 

30 

BRIEF DESCRIPTION OF THE INVENTION 

In the background of the invention there is 
the idea that if one starts to merchandise short mes- 
sages for additional charges, then some authorities of 
35 the telephone traffic may require the building of a 
blocking service connected with them. In the same way 
as certain telephone numbers may be blocked, if re- 
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quired, also certain short messages would be blocked 
as well. The objective of the invention is to enable 
the required blocking. 

The present invention is used for the con- 
5 trolling of the use of short message services as a 
functionality of the network in such a way that there 
is a SMS barring and a subscriber- specif ic database 
installed in the network. The database contains infor- 
mation on whether there is a blocking of transmission 

10 defined for a certain subscriber. If there is a block- 
ing defined, then the SMS barring has to be able to 
judge, based on the information included in the data- 
base and on the destination number of the short mes- 
sage or on the possible search word included in it, 

15 whether the sending of a short message is allowed for 
the subscriber in question. If the subscriber is not 
entitled to use the aforementioned service, then the 
short message is not transmitted further on. 

The invention relates to a method and a sys- 

20 tern of controlling a short message service in a mobile 
communication system comprising a telecommunication 
network, a terminal device, by which the subscriber is 
connected to the telecommunication network, a mobile 
services switching center which is connected to the 

25 telecommunication network, a gateway which is con- 
nected to the telecommunication network and which com- 
prises functions connected with the transmission of 
traffic, a short message service center which is con- 
nected to the gateway, a database which is connected 

30 to the gateway and to which subscriber information may 
be saved. In addition, the system in accordance with 
the invention comprises a first and a second signal 
interface in the environment of the gateway. The op- 
eration of the gateway has been arranged so that the 

35 communication between the different network components 
via the first and second signal interface is possible. 
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In the method, a short message is created and 
the short message is sent as a short message to the 
telecommunication network. The short message is routed 
to the short message service center, in which the 
5 short messages arrived are checked, i.e. whether they 
are among non-allowed short messages. From the short 
message service center, only those short messages are 
sent to the gateway that in response to the checking 
are among those that will be sent further on. After 

10 this, it is checked in the database included in the 
gateway whether the subscriber is entitled to send the 
short message. In case it is stated, in response to 
the checking, that the transmission of the short mes- 
sage shall be blocked, then the transmission is 

15 blocked and the subscriber is informed of the blocking 
of the transmission of the short message. This notifi- 
cation may be transmitted to the terminal device, e.g. 
by a short message or a USSD {Unstructured Supplemen- 
tary Service Data) or by some other suitable mecha- 

20 nism. 

In one embodiment of the invention, the short 
message is checked based on the destination number di- 
aled by the subscriber. The short message may also be 
checked based on its text content. 

25 The blocking definitions of a short message 

may be attached to the blocking information located in 
the home location register, defined by the operator. 

In addition, the invention relates to a sys- 
tem of controlling the use of a short message service 

3 0 in a telecommunication system comprising a telecommu- 
nication network, a terminal device, by which the sub- 
scriber is connected to the telecommunication network, 
a mobile services switching center which is connected 
to the telecommunication network, a gateway which is 

35 connected to the telecommunication network and which 
comprises functions connected with the transmission of 
traffic, a short message service center which is con- 
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nected to the gateway, and a database which is con- 
nected to the gateway and to which subscriber informa- 
tion and different definitions may be saved. 

In the system, a checking block is used to 
5 check, according to a first checking condition in the 
short message service center, whether the short mes- 
sage is among non-allowed short messages. After this, 
if the short message is among non-allowed short mes- 
sages, then a database block is used to check, based 

10 on the blocking definitions, whether the subscriber is 
entitled to send the short message. 

The aforementioned checking block is used to 
check the short message based on a second checking 
condition according to the destination number dialed 

15 by the subscriber, and the short message is checked 
based on a third checking condition according to the 
text content written by the subscriber. 

In one embodiment of the system in accordance 
with the invention, the database is located in the mo- 

20 bile services switching center of the A-s\ibscriber, 
the gateway or the short messages switching center, 
and the aforementioned components of the mobile commu- 
nication system check the blocking definitions in the 
database. The database is an external or internal da- 

25 t abase. 

In one embodiment of the invention, the data- 
base is based on the functionality of the interface 
between the home location register and the visitor lo- 
cation register, in which case from the point of view 

30 of the operator of the home network, the home location 
register functions as the master database. The purpose 
is that when the mobile station moves over to the area 
of a certain mobile services switching center, the in- 
formation about the blocking of the transmission of 

35 the short message is copied from the database to the 
visitor location register according to normal proce- 
dures of the GSM mobile communication system. 
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In one embodiment of the invention, there is 
a signaling block arranged in the gateway that is used 
to send the signals needed in the blocking of the 
transmission of a short message between the first and 
5 the second interface. 

In one embodiment of the system in accordance 
with the invention there is a saving block arranged in 
the system that is used to attach the blocking defini- 
tions of the short message to the blocking information 
10 located in the home location register (HLR, Home Loca- 
tion Register) , defined by the operator. 

As compared to prior art, the invention pro- 
vides the advantage that the shared use of modified 
databases and network elements enables one to control 
15 the access rights of short message services based on 
the subscriber number or a search word. 



BRIEF DESCRIPTION OF THE DRAWINGS 

In the following section, the invention will 
20 be described by the aid of a few examples of its em- 
bodiments with reference to the accompanying drawing, 
in which 

Fig. 1 represents one advantageous system in 
accordance with the invention, 
25 Fig. 2 is one advantageous signaling diagram 

illustrating the function of the present invention. 

Fig. 3 is one advantageous flow chart illus- 
trating the function of the present invention, and 

Fig. 4 is one advantageous flow chart illus- 
30 trating the function of the present invention. 



DETAILED DESCRIPTION OF THE INVENTION 

The system as shown in Fig. 1 comprises a 
terminal device MS and a telecommunication network 
35 MSN. In this example, the telecommunication network 
MSN is a mobile communication network. The terminal 
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device MS is preferably a mobile station. The mobile 
station MS is connected to the mobile communication 
network MSN by a radio interface. The system com- 
prises, in addition, a mobile services switching cen- 
5 ter MSG, a short message service center SMSC, a gate- 
way GW, a database DB. The mobile services switching 
center MSG is connected to the mobile communication 
network MSN and to the short message service center 
SMSC. The gateway GW is connected to the short message 

10 service, center SMSC, and the database DB is connected 
to the gateway GW. 

In the short message service center SMSC 
there is arranged a checking block 1 which is used to 
check, based on a first checking condition in the 

15 short message service center, whether the short mes- 
sage is among non-allowed short messages. The afore- 
mentioned checking block 1 is used to check the short 
message based on a second checking condition according 
to the destination number dialed by the subscriber. 

20 This is to find out whether the short messages are 
among the messages for additional charges. In addi- 
tion, the checking block 1 is used to check the short 
message according to a third checking condition based 
on the text content written by the subscriber. In ad- 

25 dition to the number, the user may have input a search 
word of the service in the text part of the short mes- 
sage, e.g. the word ''balance". By the search word the 
subscriber may refer to number of services of differ- 
ent prices that have been grouped as being in differ- 

30 ent blocking classes. 

The gateway GW means in this example a server 
computer in which there is a piece of software which 
supports the GSM system and the signaling protocols 
needed in it. The gateway GW comprises, among other 

35 things, the following components and facilities. It 
contains the databases for the saving of subscriber- 
specific information as well as the signaling compo- 
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nents , e.g. the SS7 (SS7, Signalling System number 7) 
for signaling, in which case the different signaling 
interfaces required by the communication may be 
matched. 

5 The gateway GW comprises also the necessary 

software (e.g. the service creation, execution and 
management environment, descriptions of services) . In 
addition, the gateway GW comprises the signaling pro- 
tocols (INAP, MAP, TCAP, TCP/IP, SM-TP; in which INAP 

10 is the Intelligent Network Application Part, i.e. the 
protocol needed in the performing of applications be- 
tween the networks, MAP is the Mobile Application 
Part, i.e. the network signaling of the GSM, TCAP is 
the Transaction Capabilities Application Part, TCP/IP 

15 is the Transmission Control Protocol, the Internet 
Protocol is the protocol needed in the controlling of 
data transfer and in the Internet transmission, and 
the SM-TP is the Short Message Transfer Protocol, i.e. 
the protocol needed in the transmission of short mes- 

20 sages. 

In this example, the gateway GW is connected 
to the short message service center SMSC and to the 
database DB. The gateway GW receives the short message 
from the short message service center SMSC and ana- 

25 lyzes the short message. 

From the point of view of the operator, the 
dialing of the subscriber contains significant identi- 
fication information that is compared with the infor- 
mation included in the database of the gateway GW. Af- 

30 ter the aforementioned identification, the database 
block 2 of the gateway GW is used to check in the da- 
tabase DB, based on the blocking definitions, whether 
the subscriber is entitled to send the short message. 
In the invention there is a signaling block 3 arranged 

35 in the gateway GW that is used to send the signals 
needed in the blocking of the transmission of the 
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short message between the first and the second signal 
interface, conforming to the aforementioned protocols.' 

It is also possible to define in the database 
DB protocols based on which the sending of the short 
5 message to the recipient (B-siabscriber) is blocked. 
The recipient of the short message (B-subscriber) may 
also himself /herself define a blocking for one ore 
more senders (A- subscriber) . Based on the blocking, 
the transmission of short messages coming from the A- 
10 subscribers to the mobile station of the B-subscriber 
is blocked. 

In the invention, the database DB is external 
or internal. The external database is e.g. a home lo- 
cation register HLR. In that case, the database DB is 

15 based on the functionality of the interface between 
the home location register HLR and the visitor loca- 
tion register VLR, in which case from the point of 
view of the operator of the home network, the home lo- 
cation register (HLR, Home Location Register) func- 

20 tions as the master database. In that case, the saving 
block 4 of the gateway GW is used to attach the block- 
ing definitions of the short message to the blocking 
information located in the home location register HLR, 
defined by the operator. The aforementioned database 

25 DB is located in the mobile services switching center 
MSC, gateway GW or in the short message service center 
SMSC. 

Fig. 2 is one advantageous signaling diagram 
illustrating the function of the present invention. 

30 The short message is sent from the terminal device MSI 
to the mobile services switching center MSC, arrow 20. 
The short message is transmitted from the mobile serv- 
ice switching center MSC to the short message service 
center SMSC, arrow 21. The short message service cen- 

35 ter receives the short message, analyzes it and sends 
only those short messages to the gateway GW that based 
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on the analysis are among the short messages to be 
transmitted further on, arrow 22. 

The gateway GW receives the short message and 
checks by a database query in the database DB whether 
5 the subscriber is entitled to send the short message, 
arrow 23. At this point, the signaling block of the 
gateway GW takes care of the compatibility of the 
traffic between the first and the second signal inter- 
face SRP1,SRP2. The first signal interface SRPl is 

10 used to mean the interface between the gateway GW and 
the short message service center SMSC. The second sig- 
nal interface SRP2 is used to mean the interface be- 
tween the gateway GW and the database DB. 

The database query of the gateway GW may be 

15 made by using, e.g. a structured query language (SQL, 
Structured Query Language) . In response to the data- 
base query the gateway GW gets the subscriber informa- 
tion back that shows whether the subscriber is enti- 
tled to send a short message or whether the transmis- 

20 sion is blocked, arrow 24. If there is no blocking of 
transmission defined for the subscriber, then the 
transmission is allowed, arrow 25. If the transmission 
is blocked, a notification of the blocking of the 
transmission is sent from the gateway GW to the mobile 

25 services switching center MSG, arrow 26. This notifi- 
cation about the blocking of the transmission may be 
sent by a short message, USSD (Unstructured Supplemen- 
tary Service Data) or by some other suitable mecha- 
nism. 

30 Fig. 3 is one advantageous signaling diagram 

illustrating the function of the present invention. 
The A- subscriber sends a MO short message (MO, Mobile 
Originated) to the B-subscriber . The short message is 
transmitted to the short message service center SMS-C, 

35 arrow 1. The short message service center SMS-C re- 
trieves the routing information of the B-subscriber 
from the home location register HLR, e.g. by a SRI for 
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SMS message (SRI, Send Routing Info), arrow 2. The 
home location register HLR sends the address of the 
mobile services switching center in response to the 
query. In the home location register HLR there is the 
5 SMS blocking service activated based on the B- 
subscriber information. As a consequence of this, the 
home location register HLR does not return the address 
of the normal mobile services switching center, in- 
stead it returns the address of the gateway GW to the 

10 short message service center SMS-C, arrow 3. The short 
message sent by the A-subscriber is in this way di- 
rected to the gateway GW by a Forward SM MT message 
(MT, Mobile Temtiinated) , arrow 4. The gateway GW does 
a search to the database DB based on the B-subscriber 

15 information, arrow 5. The database DB returns to the 
gateway GW the result of the fact of whether the A- 
subscriber information could be found on the list con- 
nected with the B-siibscriber, arrow 6. If the A- 
subscriber information could be found on the list, the 

2 0 short message is not transmitted to the B-subscriber. 

If the A-subscriber information could not be 
found on the list, the gateway GW sends a SRI for SM 
message to the gateway GW, arrow 7. By this message 
the gateway GW gets the routing information of the B- 

25 subscriber from the home location register HLR, arrow 
8. Instead of a SRI for SM message, also a SRI message 
may be used (SRI, Send Routing Info) . If a SRI query 
was used for receiving the routing information from 
the home location register HLR, then the home location 

30 register HLR recognizes that the message comes from 
the gateway GW and returns the routing information of 
the B-subscriber to the gateway GW, arrow 8.- Instead, 
if a SRI for SM message would be used, the home loca- 
tion register HLR would check whether to return the 

35 address of the gateway GW or the address of the right 
mobile services switching center. The fact of which 
one of the addresses is wanted may be shown, e.g. by 
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means of one bit. The gateway GW sends a Forward SM 
message to the mobile services switching center MSG, 
arrow 9. The mobile services switching center MSG 
transmits the short message further to the B- 
5 subscriber, arrow 10. 

When the client orders a blocking service, 
the operator creates for the client an information 
field in the database DB. The client may also him- 
self/herself add or eliminate telephone numbers from 

10 the blocking service. This may be done e.g. by way of 
a www user interface arranged for the client. In addi- 
tion, the operation of the gateway GW may be provided 
with different functions connected with short mes- 
sages. The blocking service may send a notification of 

15 a blocked short message to the sender of the short 
message, save the message for a later delivery, etc. 
The short message blocking service may concern normal 
subscriber numbers as well as service numbers. 

Fig. 4 is one advantageous signaling diagram 

20 illustrating the function of the present invention. 
The A- subscriber sends a MO short message (MO, Mobile 
Originated) to the B-subscriber . The short message is 
transmitted to the short message service center SMS-C, 
arrow 1. The short message service center SMS-G re- 

25 trieves the routing information of the B-subscriber 
from the home location register HLR, e.g. by a SRI for 
SMS message (SRI, Send Routing Info), arrow 2. In re- 
sponse to the query, the home location register HLR 
sends the address of the mobile services switching 

30 center MSG, arrow 3. The short message is transmitted 
in response to the query to the mobile services 
switching center MSG, arrow 4. Based on the user in- 
formation of the B-subscriber, the mobile services 
switching center MSG is informed of the fact of 

35 whether there are any special measures to be taken for 
the short message traffic to be transmitted to the B- 
subscriber. The user information relating to the B- 
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subscriber is retrieved from the home location regis- 
ter HLR when the B- subscriber enters the area of the 
aforementioned mobile services switching center MSG. 
The user information of the B- subscriber is preferably 
5 saved in the visitor location register VLR (VLR, Visi- 
tor Location Center) located in conjunction with the 
mobile services switching center MSG. In this example, 
there is the SMS blocking service activated in the 
user information of the B-subscriber . Because of this, 
10 the short message is directed further to the gateway 
GW , arrow 5 . 

7 The gateway GW doe s a search to the database 

DB |based on the B-subscriber information] arrow 6 . The 
database DB returns to the gateway GW the result of 

15 the fact of whether the A-subscriber information could 
be found on the list connected with the B-subscriber, 
arrow 6. If the A-subscriber information could be 
found on the list, the short message is not transmit- 
ted to the B-subscriber. If the A-subscriber informa- 

20 tion could not be found on the list, the gateway GW 
returns the short message to the mobile services 
switching center MSG. The mobile services switching 
center MSG recognizes that the short message came from 
the gateway GW and transmits the short message further 

25 to the B-subscriber, arrow 9. 

In one embodiment of Fig. 3 or 4, client A 
does not want to receive short messages from her ex- 
boyfriend. The client determines in the services that 
short messages coming from the telephone number of her 

30 ex-boyfriend are not transmitted to her. The client 
may herself determine the duration of the service. 

In one embodiment of Fig. 3 or 4, client B 
does not want to receive short messages from his/her 
work colleagues during his/her vacation. The client 

35 determines in the service all those telephone numbers 
for which s (he) wishes to have the short message 
blocking. In that case, the client does not receive 
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short messages connected with work during his/her va- 
cation. The short messages not transmitted may be 
saved to the service. The sender of the short message 
may also be notified of the fact that the short mes- 
5 sages were not delivered to the recipient. 

The invention is not restricted merely to ex- 
amples of its embodiments, instead many variations are 
possible within the scope of the inventive idea. 
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CLAIMS 

1. A method of controlling the use of a short 
message service in a telecommunication system compris- 
ing the steps of: 
5 routing the short message included in the 

terminal device to the short message seirvice center 
(SMSC) ; and 

transmitting the short message further to the 
destination number defined in it; 
10 characterized in that the method 

further comprises the steps of : 

checking before transmitting the short mes- 
sage whether the short message is among non-allowed 
short messages; 

15 . if the short message belongs to the aforemen- 

tioned group, then it is checked in the database (DB) 
whether the subscriber is entitled to send the short 
message, 

if in response to the aforementioned checking 
20 it is stated that the subscriber is not entitled to 
send the short message, then the transmission of the 
short message is blocked, and 

the subscriber is notified of the blocking of 
the transmission of the short message. 
25 2. The method according to claim 1, char- 

acterized in that the short message is checked 
according to the destination number dialed by the sub- 
scriber. 

3 . The method according to claim 1 or 2 , 
30 characterized in that the short message is 

checked according to the text content written by the 
subscriber. 

4. The method according to claim 1, 2 or 3, 
characterized in that the blocking defini- 

35 tions are attached to the blocking information located 
in the home location register (HLR) , defined by the 
operator . 
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5. The method according to claim 1, 2, 3 or 
4, characterized in that the recipient of 
the short message defines the senders the transmission 
of short messages sent by whom is blocked to the re- 

5 cipient . 

6. The method according to claim 5, char- 
acterized in that the blocking definition of 
the transmission of short messages is done by way of 
the www user interface. 

0 . 7. A system of controlling the use of a short 

message service in a telecommunication system compris- 
ing : 

a telecommunication network (MSN) ,- 
a terminal device (MS) by which the sub- 
5 scriber is connected to the aforementioned telecommu- 
nication network (MSN) ; 

a mobile services switching center (MSG) 
which is connected to the telecommunication network 
(MSN) ; 

0 a gateway (GW) which is connected to the 

aforementioned telecommunication network (MSN) and 
which comprises functions connected with the transmis- 
sion of traffic; 

a short message service center (SMSC) which 
5 is connected to the aforementioned gateway (GW) ; 

a database (DB) which is connected to the 
aforementioned gateway (GW) and to which subscriber 
information and different definitions have been saved; 

characterized in that the system 
;0 further comprises: 

a checking block (1) which is used to check, 
based on a first checking condition, in the short mes- 
sage service center (SMSC) whether the short message 
is among non-allowed short messages; and 
!5 a database block (2) which is used to check 

in the database (DB) based on the blocking definitions 
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whether the subscriber is entitled to send the short 
message . 

8. The system according to claim 7, char- 
acterized in that the aforementioned checking 

5 block (1) is used to check the short message, based on 
a second checking condition, according to the destina- 
tion number dialed by the subscriber. 

9. The system according to claim 7 or 8, 
characterized in that the aforementioned 

10 checking block (1) is used check the short message, 
based on a third checking condition, according to its 
text content . 

10. The system according to claim 7, 
characterized in that the database (DB) has 

15 been arranged in the mobile services switching center 
(MSG) , gateway (GW) or the short message service cen- 
ter (SMSC) . 

11. The system according to claim 7 or 10, 
characterized in that the database (DB) is 

20 an external or internal database. 

12. The system according to claim 7, 10 or 
11, characterized in that the database (DB) 
is based on the functionality of the interface between 
the home location register (HLR) and the visitor loca- 

25 tion register (VLR) , in which case from the point of 
view of the operator of the home network, the home lo- 
cation register (HLR) fiinctions as the master data- 
base. 

13. The system according to claim 7, 8, 9, 
30 10, 11 or 12, characterized in that the 

gateway (GW) comprises a signaling block (3) which is 
used to send the signals needed in the blocking of the 
short messages between the first and the second signal 
interface (SRPl, SRP2) . 
35 14. The system according to claim 7, 10, 11, 

12 or 13, characterized in that the system 
comprises a saving block (4) by which the blocking 
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definitions of the short message are attached to the 
blocking information located in the home location reg- 
ister (HLR) , defined by the operator. 
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